
OPNAV INSTRUCTION 2221.3C

DEPARTMENT OF THE NAVY

Office of the Chief of Naval Operations

Washington, D.C. 20350

From: Chief of Naval Operations

To: All Ships and Stations *

Subj: Communications Security (COMSEC) Equipment

Maintenance and Training

Ref: (a) OPNAVINST 1500.8K (NOTAL)

(b) NTP-7 (NOTAL)

(c) OPNAVINST 2221.5A (NOTAL)

Encl: (1) DoD Instruction 3135.1 of 17 Jan 1983

1. Purpose

a. Implements enclosure (1) within Department of the
Navy.

b. Provides direction to ensure that COMSEC equip-
ment is in~talled, maintained, and repaired by fully quali-
fied pe]sonnel in accordance with criteria contained in

enclosure (1).

c. Supplements reference (a) in the Navy training plan-
ning process in support of new developments and the prep-
aration of training documentation.

2. Cancellation. OPNAVINST 222 1.3B.

3. Appli~bility and Scope

R) a. Thi\ in~truction applies [o all COMSEC equipment
(cryptographic and cryp(oancillary) under the configura-
tion cent rol of NSA. Cryptographic equipment is nomen-
cla[ured TSEC/K —or K /TSEC; crypt oancillary
equipment is nomenclature TSEC’/H —or H— I
TSEC. The objective is to preserve, unimpaired, all COM-
SEC teatures designed into and provided by such equip-
ment.

b. This instruction applies to all Department of the

Navy (DON) commands and activities involved in the in-
stal]ti[ion and maintenance of the COMSEC equipment de-
fined above. All DON military and civilian personnel
involved in [he installation and maintenance of COMSEC
equipment must be trained in accordance with this instruc-
tion. Contrac[ per~onnel used in accordance with reference
(c) are also governed by the training criteria contained

herein.

4. Policy

OPNAVINST 2221.3C

op-094
14 May 1984

a. Installation, maintenance, and repair of COMSEC
equipment will be in accordance with criteria stated here
and in conformance with all applicable crypt osecurity rules,
regulations, procedures and instructions currently in effect.

b. Formal schools operated by the military departments,
agencies, or other agencies of DoD shall continue to be the
primary source of training in installation, maintenance,
and repair of cryptographic equipment. Other schools or
courses of instruction may be established under the man-
agement control of the Chief of Naval Material, Fleet Train-

ing Commands, or others as appropriate, provided that
such schools or courses of instruction conform to the cri-
teria stated herein.

c. Only personnel who are graduates of an approved
course of instruction for either unlimited or limited main-
tenance of a specific cryptographic equipment, or asso-
ciated cryptoancillary equipments, shall be permit ted to

install, maintain or repair such equipment. If no mainte-
nance action or external wiring change is involved, crypto-

graphic equipment may be installed/reinstalled by other
than a certified limited or full maintenance technician. This
exceprion does not apply to initial cryptographic equip-
ment installations which must be accomplished by a certi-
fied maintenance technician.

d. Proficiency of trained personnel will be determined
and certification maintained in accordance with enclosure
(1) and the more detailed guidelines contained in reference
(b). Certification to perform maintenance on certain ancil-
laries can be granted to persons by on the job training, pro-
vided these persons are presently certified to maintain the

equipments associated with ancillaries. Individual> main-
taining ancillaries must have received general TEMPEST
training and any unique TEMPEST training applicable to
the ancillary being maintained.

e. Naval Training Plans (NTPs) for the primal}’ com - (A

munications system(s) will address the cryptographic as-

pects of the system(s). A complete and ~eparate NTP will
be prepared in accordance with reference (a,) fol major
stand alone COMSEC systems/equipment (i.e. TSEC,’KY-
65/75, TSEC/KY-57/58, TSEC/KW46, TSEC/KG-84). Fol
COMSEC equipment that is a part of a larger sy~tem(~)an
abbreviated NTP will be prepared only to identify the val -

ious system applications and provide identif~cation of the
system NTPs. COMSEC NTPs w1lI reference this instruction
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and address the certification requirements for crypto-

graphic and crypt oancillary equipment as appropriate,

5. Action

R) a. All commands allowed cryptographic equipment for
operational employment or having installation, mainte-
nance or repair functions with respect to such equipment
shall ensure compliance with the criteria of this instruc-
tion. Immediate superior in command (ISIC) or immedi-

ate unit commander (IUC) shall ensure examination of
maintenance training records during inspections.

b. CHNAVMAT, COMNAVTELCOM and CNET shall
coordinate, as required, to ensure that the provisions of

this instruction are incorporated into the appropriate in-
stallation, maintenance and training documentation.

e COMNAVSECGRU shall incorporate into the SIG- (A

SEC Advice and Assistance Visit guidance a requirement to
check form DD 1435 (SN O1O2-LF-O14-27O1) for accuracy.

& Form COMSEC Maintenance Training and Experience
Record (DD 1435), SN 01 02-LF4114-2701, may be ob-
tained through normal supply channels in accordance with

NAVSUP P-2002.

G. R. NAGLER
By direction

Distribution:

SNDL Parts 1 and 2

MARCORPS Codes H and I

Commander

Naval Data Automation Command

(Code-172)

Washington Navy Yard

Washington, D.C. 20374 (200 mpies)

Stocked:

CO, NAVPUBFORMCEN

5801 Tabor Ave.

Phila., PA 19120 (500 copies)
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OPNAVINST 2221.3C
January 17, 1983

NUMBER 3135.1

Department of Defense Instruction ‘SDW

SUBJECT : Communications Security Equipment Maintenance and Training

References: (a) DoD Instruction 3135.1, “Cryptographic Equipment
Maintenance and’ Training,” September 13, 1968

(hereby canceled)
(b) DoD Directive C-5200.5, “communications security

(COPISEC) (U),” October 6, 1981

A. REISSUANCE AND PURPOSE

This Instruction reissues reference (a), establishes policy, assigns re-
sponsibilities, and prescribes procedures to ens~~re that only fully qualified
technicians install and maintain communications si’curity (COMSEC) equipment.

B. APPLICABILITY AND SCOPE

1. This Instruction applies to the Office of the Secretary of Defense,
the Military Departments, the Organization of the Joint Chiefs of Staff, and
the Defense Agencies (hereafter called “DoD Components”).

2. Its provisions cover all DoD Components using COMSEC equipment that
provides security to telecommunications by converting information to a form
unintelligible to an unauthorized interceptor and by reconverting this infor-
mation to its original form for authorized recipients, and using equipment
that aids in, or is an essential element of, the conversion process.

c. DEFINITION

COMSEC equipment is cryptoequipment, cryptoancillary equipment, crypto-
production equipment, and authentication equipment.

D. POLICY

1. The complexity of modern COMSEC equipment places the ❑aintenance
technician in a critical position of responsibility that affects directly
the secure operation of this equipment. Since the technician’s proficiency
is largely dependent on the quality and amount of maintenance training
received and on the extent of experience acquired in applying this training,
all DoD Components shall ensure that:

.

a. Only technicians who have been trained by methods or course materials
approved by the National Security Agency/Central Security Service (NSA/CSS) are
permitted to install and maintain COMSEC equipment.

b. Supervisory personnel follow the procedures in section E., below,
and in supporting regulations to determine the proficiency of technicians
before they are assigned the responsibility for COMSEC equipment installation
and maintenance.

Enclosure (1)



c. COHSEC equipment installation and maintenance are accomplished in
accordance with applicable cryptosecurity rules, regulations, procedures, and
instructions prescribed or approved by NSA/CSS and promulgated in maintenance
publications. This requirement does not relieve the individual DoD Components
of the responsibility for prescribing supplementary security procedures required
for unique application within their respective Components.

d. Personnel operating general purpose COMSEC automatic test
equipment (ATE) are not required to be trained on the individual COMSEC
equipment or components being tested.

e. Personnel performing piece-part replacement of components on
COMSEC elements, previously identified as defective by either ATE or a
certified full COMSEC maintenance technician at the full maintenance site,
are not required to be trained on the COMSEC equipment.

2. Maximum economies shall be achieved through:

a. The introduction and use of maintenance methods that exploit
COMSEC equipment design and construction advances.

b. Consolidation of CO?lSEC equipment maintenance training courses.

c. Training of personnel to the minimum level (limited or full main-
tenance) required for accomplishment of their assigned duties.

E. PROCEDURES

All DoD Components concerned shall adhere to the following procedures:

1. The scope of and the graduation requirements for COtlSEC maintenance
technician courses shall be maintained at a level sufficient to ensure that
technicians who install and maintain COMSEC equipment are qualified in all
aspects of their assigned responsibilities.

2. DD Form 1435, “COMSEC Maintenance Training and Experience Record”
(enclosure 1), shall be completed for each technician who completes a
COMSEC maintenance course. DD Form 1435 may be used as a graduation cer-
tificate. This form shall constitute a chronological record of all COMSEC
training and maintenance experience received by the technician, and shall
become a part of the technician’s permanent personnel record. Each form
shall be reviewed and updated every 12 months and before a permanent change
of station (PCS). (Technicians trained to perform only limited maintenance
are excluded from this review requirement.)

3. Supervisory personnel shall review each technician’s DD Form 1435 to
ensure that the training and experience requirements on a particular equip-
ment are met before the technician is assigned responsibility for its instal-
lation and maintenance.

4. Previously trained and qualified technicians who no longer meet the
requirements for installing and maintaining a particular equipment because
they have not had training in, nor experience with, the equipment in the
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preceding 36 months, or NSA/CSS has detemined that retraining is required
because major changes have been made to the equipment, shall be retrained
or requalified by approved examination. Technicians trained to perform
only limited maintenance are excluded from this requirement. Technicians
previously trained to perform full maintenance, but who are no longer
qualified, will retain the certification to perfom limited maintenance.

5. When contractor training is used, COMSEC training courses shall:

a. Use only training material furnished or approved by NSA/CSS.

b. Be approved by the appropriate training authority of the DoD
Component using the contractor’s services.

c. Be conducted by instructors who meet the qualification requirements
established by the DoD Components’ training facilities.

6. When field-type training is used, COMSEC training courses shall:

a. Consist of an NSA/CSS-approved field training package that includes
lesson plans, test material, and instructions for conducting the course.
For limited training, the package shall also include a section of COMSEC
doctrine, policy, and procedures.

b. Be conducted by persons who have received resident classroom
maintenance training on the equipment being taught.

c. Be approved and controlled by the appropriate DoD Component
training authority using the field training package. Certification author-
ity shall rest solely with the above-described training organization.

7. Certain maintenance tasks associated with full maintenance training
are not readily adaptable for inclusion in the field training packages. To
ensure that proficiency is not degraded in performance of these tasks, full
maintenance field training will be given only to persons who have previously
received resident classroom full maintenance training on another COMSEC
equipment.

F. RESPONSIBILITIES

1. The Director, National Security Agency/Chief, Central Security Service,
shall establish guidelines and provide technical guidance and support for
COMSEC equipment technical training conducted by DoD Components, furnishing the
Components with:

a.
maintenance

b.
training on

c.

Initial training necessary for the successful installation and
of each newly developed NSA/CSS COMSEC equipment.

Approved courses that meet the minimum standards for maintenance
COMSEC equipment.

Guidelines and standards for preparing and conducting courses on
COMSEC equipment delegated to the Militsry Departments for development.
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d. Technical guidance and support required to accomplish the objectives
of this Instruction.

2. The Secretaries of the Military Departments shall:

a. Provide maintenance
COMSEC equipment, in consonance
D. and E., above.

training to support the operational use of
with the policy and procedures in sections

b. Prepare and teach the information required to support the use
of the COMSEC equipment in their system applications.

c. Before establishing a new course, determine if their COMSEC equip-
ment training requirements cannot be met adequately by courses elsewhere.

d. Prepare written courses on COMSEC equipment delegated for develop-
ment and send to NSA/CSS for approval.

e. Provide the necessary initial maintenance training support for
COMSEC equipment delegated to them.

G. EFFECTIVE DATE AND IMPLEMENTATION

This Instruction is effective immediately. Foward four copies of~, imple-
menting documents to the Under Secretary of Defense for Research and Engineering
within 120 days.

Enclosure - 1
DD Form 1435 and Instructions

.J->&.&
J-es P. wade, Jr.

Acting Under Secretary of Defense
for Research and Engineering
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